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Factors shaping confidence of consumers
and businesses to engage in digital trade
■ Logistical challenges: the goods taking too long to arrive;
■ Payment challenges: the inability to easily pay for the goods across borders;
■ Connectivity challenges: slow Internet and lack of broadband coverage;
■ The lack of consumer protection against unscrupulous suppliers;
■ Long delays in resolving disputes;
■ Concern that personal information may be misused;
■ Concern that banking / online transactions are insuf

ciently protected and policed (insuf cient laws, bad

fi

fi

enforcement / cybercrime).

RIS

Legal frameworks of both countries
involved in a digital trade matters
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Cybercrime

Identifying new, unique offences (sending
intimate images of a person without
permission)
fi

fi

■

The burden of proof needs to be
changed. Changing the burden of proof
to the accused can be particularly helpful
when, for example, they are found in
possession of stolen passwords.

fi

■

Another unique aspect of cybercrime is
the speed with which it occurs. Preserving
and protecting the chain of digital
evidence is a specialised skill and each
country needs suf cient capacity to
perform this task.

fi

■

Cybercrime’s rst problem relates to
jurisdiction. Co-operation is essential to
investigate cybercrimes as parts of the
crimes may occur in several jurisdictions.

fi

■

Are these items incorporated in the law?
Expanded
jurisdiction

Has jurisdiction been expanded to include other
countries?

Mutual
assistance

Is there mutual legal assistance (evidence sharing,
granting legal weight to foreign evidence, preservation
of evidence, cybercrime mitigation mechanisms)?

Evidence
collection

Is there a rapid method to collect and preserve
evidence without infringing on the right to a fair trial?

Cybercrime
division

Is cybercrime a speciality and is it managed by
specialists?

Rede ned
crimes

Are ordinary crimes, like theft and fraud, de ned
appropriately to be able to deal with the cybercrime
versions?

New crimes

Are crimes, such as cyberbullying and malicious
communications, identi ed?

Capacity
building

Is there a mechanism to create and bring the
cybercrime division of the police to maturity?
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Data protection is about privacy
■

Data controllers must be responsible for the personal information they get;

■

Data controllers must say what they will use the personal information for and demonstrate that those uses are
reasonable;

■

Data Controllers must access the information they need, not the personal information they want;

■

Data subjects must know when data controllers collect personal information about them and must be able to
refuse permission for what data controllers intend to do with it;

■

Data controllers must take reasonable steps to make sure the personal information is safe and if there is a
security breach, they need to inform the data subjects and help limit the damage;

■

Data controllers must do their best to ensure that the personal information they are entitled to have is of a
good quality;

■

Some personal information, like biometric information and personal information about children, is more
sensitive and so it must have additional protections.

fi

Personal Information must be de ned to relate to any information about an identi able, living, natural person;

fi

■

Next steps in data protection
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Personal Data
Accountability
Purpose
Minimality
Noti cation / openness
Security
Quality
Sensitive Personal Data
Data Protection Authority
International Co-operation
Direct Marketing
Codes of Conduct
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Are these items incorporated in the law?
Does the de nition of personal information include all aspects? Is personal data of organisations
included? Is personal data of dead people included?
Is it clear who the data controllers are and what they are responsible for?
Are the lists of acceptable purposes consistent with other countries?
Are data controllers restricted to accessing only the personal information they need?
Are data subjects told how their personal data is being used and given a chance to object to the
use?
Is security a standard requirement and is the recurring security loop explained?
Do data controllers have a strategy in place to ensure that their data quality is good?
Is sensitive personal data treated more carefully?
Is there a speci c body tasked with enforcing data protection and do they have enough funding
and capacity?
Does the law specify that co-operation with international data protection authorities is required?
Does the law regulate direct marketing without stopping it altogether?
Are there mechanisms to work with industry and concerned civic society groups to allow for selfregulation where appropriate?

Once these principles are in place, then the following is required:

■
■
■

Methods to deal with the increasing power of technology, particularly arti cial intelligence, biometrics and pro ling;

Suf cient jurisdictional power and international co-operation to operate in multiple countries with multiple
regulating authorities;
Reasonable direct marketing restrictions;

fi

fi

fi

fi

Industry input, participation and self-regulation.
fi

fi

A regulating authority that has suf cient expertise and funding to educate and enforce the data protection law;

fi

■
■

Intellectual Property
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Not all intellectual property is relevant to digital trade. At a high level, a supplier who enters an African country wants
to know that:

■

They will be able to cost-effectively protect their brand so that all the money they spend on marketing their
products cannot be used by their competitors;

■

Fraudsters will be prevented from unfairly competing, cloning / reverse-engineering the products when the
products are protected by patent and design laws;

■

Local content production – particularly content that is subject to copyright, such as images and music:
i.

Is able to be cost-effectively protected, and

ii.

Is able to generate a reasonable revenue stream through collecting societies that exist, function smoothly,
pay royalties regularly and cooperate with international collecting societies;

■

Intellectual Property enforcement mechanisms are quick, reliable and cheap;

■

Creating owning and transferring domains must be easy, reliable and cheap.

Electronic transactions
Enforcement mechanisms
Collecting societies
Domain name ownership
Domain name disputes
Trademark registration

Are these items incorporated in the law?
Are electronic transactions enforceable?
Are there effective mechanisms to combat intellectual property theft?
Do Collecting Societies / Collective Management Organisations exist to enable artists to
get paid for music / images / photographs / videos?
Is domain name ownership reliable and cheap?
Are domain name disputes cost-effective and quick to resolve?
Can trademarks be registered easily?

Consumer Protection

RIS

A safe environment must exist for consumers to trust online suppliers. Consumers are unlikely to trust
online suppliers unless they have signi cant protection from unscrupulous suppliers. In particular,
consumers want to know that:

■ They can return, at no extra cost, goods that they bought online as they can only properly evaluate
the goods once they have been delivered;

■ They can cancel reservations or bookings at a reasonable fee;
■ Payments and refunds are easy to make and receive;
■ Consumers are protected the whole way up the supply chain from damage caused by products;
■ The agreement with the supplier will be clearly communicated in plain language;
■ Suppliers are prevented from making false promises;
■ The consumer is not responsible for goods or services they did not order;
■ Fraudulent schemes are prohibited;
■ Goods are of suf

cient quality and have automatic warranties for a reasonable period;

■ Suppliers are obliged to warn consumers of risks in a clear manner;
■ Unsafe goods will be identi

ed and removed from the marketplace;

■ Suppliers keep consumers’ goods and money separate so that they are not part of the supplier’s

fi

fi

fi

assets if the supplier goes insolvent.
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Suppliers want to know that:

■ Their industry needs and problems are considered by the appropriate regulatory body, such as the consumer
protection agency;

■ There is a balanced approach to consumer protection which acknowledges that sometimes the consumer is at fault;
■ The rules for consumer protection are clear and understandable and similar to other countries.

Product recall
Supplier Trust Account
Codes of Conduct
Vexatious consumers

fi

International cooperation

fi

Warnings

fl

No-fault return
Booking / reservations
Payments
Supplier liability
Plain language
Mis-representations
Negative option marketing
Pyramid schemes
Warranties

Are these items incorporated in the law?
Can consumers return goods bought online even if they are not defective?
Is it possible to cancel a booking for a reasonable fee?
Can payments (and particularly international payments) be made and received?
Are suppliers throughout the supply chain liable for product defects?
Is the concept of plain language embodied in consumer legislation?
Are suppliers prevented from misrepresenting the contents, price and effect of their products?
Are suppliers prevented from assuming that ‘silence is consent’?
Does the consumer protection law identify fraudulent schemes as illegal?
Is there a mandatory warranty period of at least 3 months?
Do suppliers have a legal duty to warn customers of hazards in way that is appropriate to the level of
hazard?
Are suppliers obliged to remove unsafe products from the marketplace?
Are suppliers obligated to separate their assets from the consumers’ assets until the sale is nalised?
Are industries able to make representations as to what their needs and problems are and to be
governed by industry-speci c codes of conduct?
Does the law allow for suppliers to be able to exclude some consumers (eg: age, vexatious
consumers), without discriminating against them on an unlawful basis?
Do mechanisms exist to assist suppliers with con icting consumer laws?
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■ Digital trade is founded on electronic transactions (data messages) having legal weight. For this to happen,
there must be an enabling law which recognises contracts founded on electronic messages (such as email, or
by means of web sites) and accepts differing levels of authentication depending on the types of transactions.
Rules regarding the application of electronic signatures must be clear and access to electronic signatures must
be simple and cost-effective. In addition, courts must be capable of accepting and processing electronic
evidence in its original form, which includes the submission of meta-data. Default positions on issues, such as
when and where an agreement is formulated, must be set out while retaining the rights of parties to vary these
default positions by agreement.

■ eGovernment services have a signi

cant role to play. Digital trade is further stimulated by the ability to use and
pay for government services electronically, and legislation empowering the government to provide services in
this way encourages digital trade. Electronic money and payment mechanisms must be addressed by
legislation in a manner which is similar to other countries.

Court sophistication
Default positions on
communication
Government eServices
Payment mechanisms

fi

Data messages
Electronic signatures

Are these items incorporated in the law?
Do data messages have legal weight?
Are there varying levels of authentication which are based on the needs of the
transaction?
Are courts able to deal with data messages?
Are there default positions, as to whether something has been sent / received / agreed,
set out and can they be varied by agreement?
Does the government use electronic platforms to provide services?
Are payment mechanisms recognised by law and considered to be legal tender?
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■ At the heart of all enforcement mechanisms is a single central requirement - funding. While adequate
funding is no guarantee of success, inadequate funding is a guarantee of failure. It is important not to be too
set on the traditional model of state-funding enforcement mechanisms, such as the police, patent of ce and
data protection authority. In particular, there are at least three alternative ways to fund the enforcement
mechanisms, other than by funding the entity through the country’s tax base, namely:
I. Creating and supporting self-regulating industry bodies that fund themselves through membership
fees;
II. Ring-fencing administrative nes so that the nes levied by the regulatory body directly fund the
enforcement mechanism, rather than being absorbed into the general scus;
III. Inserting fees within the legislation, requiring each industry to pay a fee based on the size of the
company (for example, the Information Commissioner’s Of ce in the United Kingdom recently
revised its funding model to obtain more funds from data controllers).

■ Enforcement is a decades-long journey. While these mechanisms certainly have a role to play, it is critical to

fi

fi

fi

fi

fi

fi

appreciate that the massive scope of enforcing laws, such as data protection, will take decades of work.
While Africa is just beginning to implement data protection laws, the European Union began data protection
in the 1990s and countries such as Australia already had a data protection law in 1988. For this reason,
African countries must form a true partnership with industry in order to increase capacity and extend the
oversight of the laws to self-regulatory bodies within the various industries. These public-private partnerships
have the additional bene t of allowing industry to educate enforcement institutions of the challenges that
industry faces in complying with the requirements placed upon them. This interaction can streamline cooperation, making it easier, cheaper and quicker for all parties.

Enforcement Indicators
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■ Traditional approaches can have unintended consequences in the cyber realm. The mass levying of

nes in order to
frighten industry into complying with the laws could have unintended consequences. For example, in the early years of
the establishment of the United Kingdom’s Information Commissioner’s Of ce (ICO) that dealt with data protection, it
was discovered that the ICO had a greater impact when assisting companies with voluntary data protection audits than
when levying nes. Quite simply, most companies wanted to comply with the data protection requirements but
genuinely did not understand how to do this. This is likely to be true of the African experience as well, where data
protection is in it is infancy. Turning to speci c enforcement mechanisms, the following enforcement mechanisms will
need to operate effectively for trust to be created and digital trade to be enabled:

Does it exist?
South Africa
Consumer Commission
Yes
Cybercrime division of the
Yes
police
Data protection authority
Yes
Domain name authority
Yes
Collecting society for copyright
Yes

Kenya
Yes

Rwanda
Yes

Egypt
Yes

Nigeria
Yes

TBD

Yes

TBD

Proposed

Yes
Yes
Yes

Proposed
Yes
Not functional

Yes
Yes
Yes

No
Yes
Yes

fi

fi

fi

fi

Countries need a legislative and regulatory roadmap. Table 5 (Cybercrime), Table 6 (Data protection), Table 7 (Intellectual
property), Table 8 (Consumer protection), Table 9 (Electronic transactions) and Table 10 (Enforcement Indicators) provide
a template that can be used to build a roadmap. The case studies show the status of select countries in terms of the
roadmap and their success in implementing various components of the roadmap.
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■ Companies and countries have a role to play in creating trust. To encourage trade between African countries,
one needs to trust the companies – not necessarily the country – to have data protection. A consumer in
Nigeria can purchase goods from Benin because they believe the company will send the product at the
correct price and that their data will be protected. User experience is also shaped by the laws and logistics of
a country. An analogy is that of roads: if there are no roads, then goods are unlikely to be delivered. The role
of the country is to ensure that there are roads and that they are in good repair. Similarly, the role of the
country is to ensure that their consumers are protected and that their data will not be compromised.

■ Countries can adopt innovative strategies to encourage trade. For example, Tanzania could create ‘Data
Protection Zones’ in a particular sub-county where all the companies comply with the GDPR. This would be
voluntary and would be aimed at encouraging Tanzania – EU trade. In fact, Tanzania could create a set of
GDPR corporate rules that the companies comply with which would make EU companies happy to trade with
those companies. All of this could be done without the use of any law – it is a strategy.

■ There are many strategies available to countries. Tanzania could also decide that they wish to become a
country that respects personal information/data. The reason they would do this is to encourage interTanzanian trade as Tanzanian consumers would feel happier to send their personal information to suppliers if
they knew that the Tanzanian government would punish the companies if they abused their personal
information.

■ Trust is about perception. Creating a Tanzanian data protection law is also more likely to make the brand

fi

‘Tanzania’ trusted by both AU consumers and consumers worldwide. In theory, Tanzania could create a very
good data protection law, but if it does not have the right staff and funds for their Data Protection Authority,
they will still not be designated as a ‘safe’ country for EU personal data (which is ironic since they went to all
the trouble of making the law). South Africa is currently in this situation where the law is reasonably well
drafted, but it is dif cult to see how the South African Information Regulator will ever have enough funds for
the EU to consider South Africa to be a ‘safe’ destination.
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Strengthening the Trust framework
■ Trust is the engine for digital growth. Digital trade, the digital economy, and the fourth industrial revolution are all based on

technologies that require trust from both sides of a transaction, be it business to consumer, business to business, government to
consumer or government to business transactions. The key to accelerate the digital transformation is to build a trust framework.
This means new or updated policies, laws and regulations for most African countries.

■ The ideal outcome is where consumers and

rms have a common understanding of their rights and responsibilities. Building trust
takes time and is dif cult. Breaking trust is easy and quick. A phased approach to build trust across Africa is needed that gradually
leads to harmonised laws.

■ Harmonising laws across Africa: At a high level, the AU wants to harmonise the laws of the 55 member countries. It is trying to do
this by drafting conventions that member countries would agree to implement in their local laws. Harmonising laws is timeconsuming and involves complex negotiations between the AU and member states and the ultimate authority rests with the
member state. Harmonised laws can thus best be seen as the nal step of regional integration. Several intermediary steps are
needed before that can be achieved, each unlocking further economic potential.

■ The AU could support voluntary codes of conduct for prioritised industries as an intermediary step: Voluntary codes of conduct,

and the creation of standards in speci c industries, can facilitate trust and thus digital trade. In line with AfCFTA, the priority service
industries could be transport, communications, tourism, and nancial and business services. This process can be expanded
gradually to other sectors. Voluntary codes and standards, once widely accepted, can be converted into local laws and, in a third
step, lead to harmonised laws across the AU member states. This harmonisation will ultimately mean that Africa will be able to
dramatically increase its trade negotiation muscle.

■ This study proposes a dual strategy to build trust and facilitate digital trade and kickstart a digital transformation: The AU should

fi

fi

fi

fi

fi

work through the private sector on voluntary codes of conduct and simultaneously engage with member states on staged
harmonisation of the legal framework.
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Staged harmonisation of user experience:
AU - Private Sector Partnership
■ Stage 1 - Voluntary, membership-based codes of conduct: Facilitate voluntary, membership-based codes of

conduct in industries to allow the industry to self-regulate. Rather than dictate the content of the code of
conduct, the AU’s role will be to harmonise the codes of conduct between countries so that, for example, the
banking industry in South Africa will be bound by a code of conduct that is very similar to the code of conduct
governing the banking industry in Uganda. The standards and the codes of conduct must address the issues
related to user experiences of suppliers of goods and services as well as consumers. Financial institutions that
are targeting multiple countries are incentivised to have the same code of conduct and would be willing to
engage with the AU.

■ Stage 2 - Industry Certi

cation: Industries may develop their own certi cation for eCommerce and digital trade.
A certi cate of trust indicating that a business complies with the (now mature) code of conduct or standard is
likely to boost the trustworthiness of the business and encourage consumers to transact with it. Industry
certi cation builds on Stage 1 because it is a more formalised version of the codes of conduct. The staged
approach means that industries are given time to de ne their codes of conduct and ensure harmonisation
between countries. The AU can play a vital role in facilitating access to information between countries, engaging
with multiple stakeholders and showing the private sector the value of harmonised certi cation.

■ Stage 3 - Codes and standards translated into law: Once the standards and codes of conduct have matured and

fi

fi

fi

fi

fi

fi

become broadly accepted, the standards and codes of conduct can be converted from being voluntary to
being included within the ambit of the laws. Many countries already allow for codes of conduct for consumer
protection and codes of conduct in data protection to have legal force. At Stage 3, the AU’s role is even more
important because this is the precursor to harmonisation of laws across the continent.
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Staged harmonisation of laws:
AU - Member Partnership
■ Stage 1 - De

ning outcomes: The legal frameworks across Africa are different. A possible approach to
harmonisation is to de ne the outcomes that laws, regulations and enforcement mechanisms should
have and then to leave each country to develop the legal and institutional framework in its own way to
accomplish the agreed outcomes.

■ Stage 2 - Model Laws: The next step towards harmonisation is to develop model laws that produce the
intended outcomes. This is particularly helpful for countries that have a gap in their legal structures.

■ Stage 3 - Harmonised laws: Once the standards and the codes of conduct have matured, the AU

fi

fi

member countries will have moved progressively closer together in their collective journey and so the
harmonisation of laws would be feasible.
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Staged harmonisation of laws and harmonisation
of user experience are independent of each other
and can run in parallel
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Next Steps
■ The steady progression of AfCFTA, and improvements in ID, connectivity and payment platforms, provides
the foundation, and an evolving trust framework, the cornerstone for digital trade. Without this framework,
digital trade will remain low and the economic bene ts unrealised. This report provides a roadmap for
improving the trust framework and building high levels of digital trust.

■ The case studies are the starting point for identifying country speci

c interventions: Each country in Africa
is at a different level in terms of the trust framework. The case studies have provided a snapshot of the
status of the country. A full analysis of the blockages and challenges facing every country needs to be
conducted. The case study template can be used to kickstart consultations with individual countries about
next steps, going through each stage of the template: data protection; consumer protection; cybercrime;
intellectual property and electronic transactions.

Private sector supported by
AU

Short term

Assist in de ning outcomes of regulations and
laws, emphasising the bene ts of harmonisation.

Governments supported by
AU

Medium term

Development of model laws

AU

Medium term

Harmonisation of laws across countries

AU

Long term

fi

Facilitate code of conduct and certi cation

fi

When

fi

Who

fi

fi

AU role
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